Abstract
Introduction
The last two decades were crucial for various technological revolutions that built up the age of Information Society. Perhaps, the Internet is one of the famous and crucial inventions, which resulted from such revolution. Unlike the other major phenomenon, its global and cross-border performance was shaped neither by national nor international legislation. Moreover, the constant increase of the importance of the Web in everyday activities and its influence to the economic, public, political and cultural areas make many persons to become aware of the Internet and its governance.
Indeed, the majority of the Governments of the Industrial World did not show the interest in the shaping of the Internet at its very beginning (except the U.S.). They were also unwelcomed by the cyber society. But time has changed and apparently governmental support and influence inevitably becomes more essential for Internet expansion, governance and ICANN's policies.
However, advisory capacity leaves not enough space for governments to make an impact to decision-making process and governments aim to internationalize or change the Internet governance, thus expanding their own power. The growing controversy is also surrounded by international pressure for the U.S. Government to abandon the control over the ICANN.
Formally, GAC is the only direct mean by which governments (except the U.S.) can influence ICANN's decision-making process. Even if the ICANN considers itself as a corporation acting independently from governmental supervision, the increase of governmental influence in decision-making processes is obvious. Governments use their powers trying to affect core Internet governance resources managed by the ICANN and find many different manners to do so. This can negatively affect the whole process, but the results sometimes can turn around and result into the opposite effect.
The conception of Internet governance 2.1. Contemporary boundaries of the Internet and its concept
The Internet is a global network of autonomous computer networks which connect millions of users around the world. What once was an experimental countermeasure against the nuclear threat now is a powerful system, which transformed the way of working, communicating and exchanging information. The International Telecommunication Union (ITU) claims that the count of individuals using the Internet per 100 inhabitants globally reached the average of 32,5 in 2011 and 68,4 per 100 inhabitants in Europe at the same time (International Telecommunication Union, 2011) . A United Nations report released in 2011 declared Internet access a human right, highlighting it as a medium for exercising right to freedom and expression. The question should the Internet be considered as a fundamental human right is still open and creates debates among the scientists and technology developers (Cerf, 2012) . Despite that, the Internet changed the way of living for more than 2 billion people worldwide. All of these networks, combined from billions of users and devices, reflect the changes in the society and empower new ways of communication, information exchange or entertainment.
Even though the Internet is the engine of the new global economy, no one owns the Internet at a full scale. Moreover, prehistory of the Internet dates back to the times, when Advanced Research Projects Agency's Wide Area Network (hereinafter -ARPANET) was launched by the U.S. Department of Defence in 1960s for collaboration in military research among business and government laboratories. Ultimately, the ARPANET grew up beyond everyone's expectations and acquired the name of the Internet, and emerged from the U.S. federal government, which funded its research and development creating remote interactive computing (Christou, Simpson, 2007) . Basically, the Internet is a global system of interconnected computer networks that use the standard Internet protocol suite and it is very complex. The Internet enables computers or servers that are attached to the net to communicate with one another, creating a platform on which software applications can run. In the broad sense, the Internet is a complex entity that includes the hardware and software technical infrastructure, the applications and the content that is communicated or generated using those applications (Bygrave, Bing, 2009) .
Although the Internet was built in free and self-regulated nature, as such it has no centralized governance in either technological implementation or policies for access and further usage. It finally leads to the point that depending on the technological, economic and organizational and other circumstances, defining the Internet can be very simple or very complex. It is like an organic phenomenon that grows, evolves and adapts to the changing technological developments, social/public demands and economic conditions.
The definition of Internet governance
The Internet is a unique technology with its possibilities, governance model and evolution. Factually, the U.S. Government found itself with de facto and most of the control of the Internet governance. Since the U.S. companies and scientific institutions made a biggest contribution towards the existence of the Internet, it turned out that governance issues were stacked on the shoulders of U.S. institutions. In 1998, the U.S. Government's Department of Commerce (hereinafter -DOC) recognized newly established non-profit organization, called Internet Corporation for Assigned Names and Numbers (hereinafter -ICANN) as its partner. This action situated that the White House handed over the DNS control to the ICANN. The significance of the Internet has increased a lot in the last 15 years. At the moment, no one owns the Internet. However, the current governance model is tricky and may allow some interested parties to use leverages in order to affect the future and freedom of the Internet.
As with any regime, definitions constitute the boundaries that determine what falls within or outside the subject matter. Such definitions in this analysis attempt to reflect and not describe the scope, to which they apply. However, clear and comprehensive definitions toward the certainty benefit to the objectives of this paper. It is also noticeable that the definition of Internet governance has really changed over the time, as the characteristics of its scope evolves while technology develops.
The term 'Internet governance', while lacking the definition, rather vague and partly confusing, stands mainly for the global technical management of the core resources of the Internet: domain names, IP addresses, Internet protocols and the root server system (Kleinwächter, 2004) . While the concept of the Internet governance was narrow and largely technical in scope until 2000, the Internet has evolved into the world's greatest resource, with seemingly limitless applications in user and commercial use. In 2005, WSIS defined the Internet governance as "the development and application by governments, the private sector and civil society, in their respective roles, of shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of the Internet."
In essence, like the Internet, the Internet governance is a very complex and complicated facility. It currently covers many different issues related to Internet content, processes, systems, human rights, institutions, etc., but in the context of this analysis, the main focus is given to the boundaries of processes, systems and institutions, which are closely related to issues like TCP/IP, the Domain Name System and IP numbers (Bygrave, Bing, 2009) . Sometimes, the boundaries between both narrow and broader definitions are not so visible, although the paper goes through the scope and content of the Internet governance reflecting the narrow rather than broad concept of it, mostly related to the functions currently carried by the ICANN. Moreover, it is important to analyze the Internet governance model in the broader contexts, which are influenced by political, social and economic tendencies in the world. These factors set the standards for the geopolitical game, where interested parties try to secure their interests and to affect Internet governance policies.
The Internet governance in the context of social and political trends
The Internet was not intended to become the network as it is today. The U.S. launched its predecessor as an experimental project in order to secure communication channels if critical situations emerged. This network evolved into something unique and influential. For more than 20 years, the Internet has been a symbol of freedom of speech and self-expression and it also empowered new business models, political and social trends. Having power leverage on such technology would allow any country to increase its international status and influence. However, this does not come without consequences. For a long time before the U.S. promoted itself as one of the fortresses of fundamental human rights, the liberal approach to the need for regulation and constrain making has been also reflected by the number of amendments to the U.S. Constitution. Nevertheless, things started to change after terrorists attacked the U.S. on September 11, 2001. Having some indirect power to control core Internet resources, the U.S. has applied implemented secret intelligence based surveillance policy through the Internet. Tracking algorithms allow capturing and analyzing billions of digital records. According to the Department of Justice (2006), this was inevitable in order to ensure the national security interests of the U.S. However, these interests do not always comply with the letter of law, according to the former Federal Judge Vaughn Richard Walker (Savage, Risen, 2010) . Brown and Korff (2009) noted that the limits of surveillance are expanding. The target of such activity is not only related with just criminal, but also with more generally deviant behavior. It is a dangerous trend, which attains critical acclaims from the scientists and public figures alike. The British inventor of the World Wide Web -Tim BernersLee -stated that "the tide of surveillance and censorship threatens democracy" (BBC, 2013) . The scientist does not approve the idea of a completely free Internet, which would operate without the restrictions or regulations. However, the balance of security issues and the freedom of the Internet is an object of the debates. The example of the secret documents, which were leaked by the U.S. National Security Agency (NSA) contractor Edward Snowden, illustrates the weakness of the surveillance institutions to secure the balance of information flows cumulated by one person.
The founder of Wikipedia -Jimmy Wales -supports Snowden and strongly criticizes U.S. governmental officials for disproportionate measures, which are taken with the respect to national security. The opponents of Snowden's actions claim that he puts the U.S. agents in danger and compromises national security enforcement practices. However, Wales noted that "He [Snowden -edited by the authors] is a person that has been very careful in the materials that he has leaked … they have been in the abstract, he has never leaked anything that would put any particular agents at risk, and so forth. He has exposed what I believe to be criminal wrongdoing, lying to Congress and certainly a shock and an affront, in America, an affront to the fourth amendment." (The Guardian, 2013 ). These few opinions and remarks from the people who revolutionized the Internet may be marginalized by the U.S. national security advocates, who justify the surveillance measures as a response to cyber-crime or terrorism. However, it is obvious that the U.S. influence towards technological development and freedom of Internet policies is huge. And the ICANN, which is responsible for the controlling the main parts of the Internet, is closely linked to the governmental institutions of this state. The issue of the Internet governance came to fore in 2003 and 2005 at the UN World Summit on Information Society (WSIS), and it took some time while the ICANN was able to move away from the federal institutions of the U.S. It looks like this hasn't been done without the strategic motives. First of all, the U.S. is experiencing the pressure from other countries and international bodies concerning the influence for the ICANN. The second and more important reason is that other countries, which are not too happy with the U.S. influence in the Internet supervision, are willing to create their own "Internets", which would work as alternatives for the existing one. Moreover, the U.S. would not be able to perform surveillance practices in these networks and its spread of the "soft power" would be reduced over time. The U.S. chooses to go into compromise while releasing some of the leashes from the ICANN. The prospective of "Internet freedom" serves a supporting role, especially knowing the fact that the U.S. is not the only country in the world, which applies questionable policies towards the freedom of the Internet. There are many other countries, which not only execute the surveillance measures, but also strictly censor the content of the Internet from the political or ideological point of view ( China is openly censoring the Internet content as well as applying surveillance policies against the political opponents. According to Lee, Liu and Li (2013) , the Chinese government treats the Internet in its favor by "leveraging the information flow to boost the economy while strictly eliminating some of the most important open and liberal characteristics underlying the Internet". One of the notorious cases, which involved Chinese Internet surveillance structures and Google, is an example of how seriously the issue of Internet control is considered in China. At first, the Chinese censored the search results provided by Google.com. Later on, Google applied the self-censorship policies, which complied with the Chinese laws, thus entering their market. However, the cooperation did not go well and both sides exchanged critical comments concerning the censorship of search results. The final incident, which led Chinese governmental institutions and Google into open feud, was when the hackers attempted to access Gmail accounts of the human right activists. The attacks were originated in China and that was one of the reasons why Google retreated from the market in China. The other big player in the "Internet game" is the Russian Federation. On the 28th of July, 2013, Russian State Duma passed the Internet restriction bill 1 . It allows blacklisting the Internet sites that contain alleged child pornography, drug-related material, extremist material and other content illegal in Russia. The critics of this document claim that this law is just another attempt to restrict the freedom of speech and to censor the Internet content. Russian hackers are well known in the field of cyber-crimes. According to the Group iB report (2013), the Russia's cyber-crime market reached $1.9 billion in 2013. Moreover, the political regime of Russia is more likely to be recognized as authoritarian rather than democratic. According to the Freedom House International, the main elements of state governance model are selective capitalism and strong centralized government with the president on top (Orttung, 2013) . When combining authoritarian state governance model with the well-developed black market of the cyber-crimes, it is obvious that the legal regulation framework may work in the favor of the censors rather than the advocates of the Internet freedom. These are only few countries, which try to bridle the Internet. There is also Iran, which is very active in blocking inconvenient sites (Ball, Murakami Wood, 2013) , and lots of other states filtering information, collecting the intelligence, spying on the Internet users or misusing the technology in other ways. These "players" often have their own interests in the "game" that is called the "Internet governance". Some of these interests are related to their national policy making objectives in the context of influence gained, as well as economic, political power acquired. Since the number of people using the Internet dramatically rise, national authorities are seeking ways to control this source of communication. Political and social events, such as the Arab Spring, were supposed to be organized and managed by the help of the Internet. Mobile devices, "smart" gadgets and the Internet of things are several novel trends among many others, which provide the foundation for broadening Internet application spectrum. Therefore, technological 1
Федеральный закон № 139-ФЗ от 28 июля 2012 года О внесении изменений в Федеральный закон "О защите детей от информации, причиняющей вред их здоровью и развитию" и отдельные законода-тельные акты Российской Федерации по вопросу ограничения доступа к противоправной информа-ции в сети Интернет.
development, social and cultural assimilation are only several examples that cause political interests to affect Internet governance decisions. However, these changes should be reconsidered with caution and proper respect to the global democratic values while securing the fundamental constituencies of significant human rights and freedoms.
3. ICANN as a key role player in the Internet governance
Internet expansion, particularly commercialization, meant domain names assumed increasing significance and value as global economic resources, since they provide a recognizable presence on the Internet for those possessing them. Consequently, control over the system of the allocation and management of domain names became an issue of global political economics (Christou, Simpson, 2007) . As a result, in 1998 the ICANN was established as an international, not-for-profit organization under Californian law with responsibility for the global management of IP address space allocation and protocol parameter assignment, Internet DNS management and Internet root server system management (ibid). The legal basis of the original ICANN-U.S. relationship covered delegated blocks of functions through the so-called "IANA" contract (2003) and last agreement named "Affirmation and Commitments" (2009), which changed the previous ones. The Affirmation and Commitments agreement, among other reasons, was a response of the U.S. Government to constantly growing international pressure for the U.S. to abandon the control over the ICANN, as other governments feared the U.S. to keep a dominant role over the DNS. Such abandonment of control was mostly because of influential voices in the European Union and Japan, soon joined by others from every continent and region, began to push for the U.S. to divest itself of its controlling position or for the ICANN's role to be turned over to a more international body (Froomkin, 2011) .
Some governments, mainly the U.S. and the European Union, supported by private industry, argued that the private ICANN with its narrowly defined technical mandate should continue to be the central organization in this field. Other governments, led by China and members of the 'G20 group', such as Brazil, South Africa and India, based their arguments on a broader definition. Their understanding of the 'Internet governance' included not only domain names and root servers, but also other internet-related issues, such as spam and illegal content. They wanted to move the whole Internet management system under the umbrella of an intergovernmental organization of the United Nations, notably the International Telecommunication Union (Kleinwächter, 2004) .
During the WSIS process in Geneva, the ICANN supporters argued that the Internet governance was a technical question and could be better handled by a private corporation. The ITU supporters (ICANN's opponents) argued that the Internet governance was a political problem and fell under the national sovereignty of the governments of the UN Member States (ibid). Nevertheless, the technical part of the system is linked to the stability and security of the Internet, which is a circumstance for the proper functioning of the rest of the non-technical aspects.
Moreover, there is a range of organizations dealing with various aspects of Internet governance related issues today, but the ICANN operates under the contractual provisions with the U.S. Government having significant tasks to fulfill the IANA functions, which include the following: coordination of the assignment of technical protocol parameters, performance of administrative functions associated with root management (excluding authorizing modifications, additions, or deletions to the root zone file or associated information that constitute delegation or re-delegation of top level domains) and allocation of Internet Numbering Resources.
Indeed, the Internet governance conceptually connects the private sector, civil society, international organizations, governments and other stakeholders, and the ICANN has been successful so far to remain a cornerstone that links different interests, players, technological issues and policy under the same umbrella. However, economic or other interests of the industry players mean a lot, and especially powerful stakeholders, such as governments or governmental structures, try to shift the scope of the Interment governance and at the same time ICANN's, thus seeking to take over the significant or exclusive decision/policy-making issues. The core interest of the U.S. remains not to gain control, but to prevent any other party from gaining control.
Relations with governments and multilateral structures
States, particularly the great powers, remain the primary actors for handling the social and political externalities created by globalization and the Internet. As the primary actors, the great powers are the most consistently successful in achieving their preferences relative to other actors. Even on issues, in which there are large zones of agreement, such as the standardization of technical protocols, the great powers will manipulate private authority to achieve their desired ends (Dresner, 2004) . As the story of China has already made clear, governmental control of the Internet is not always a happy prospect, for governments often rule unwisely and often clash one another in destructive ways (Goldsmith, Wu, 2006) . It is hard to prospectively evaluate how the Internet could be shaped if national governments controlled the Internet, but it is obvious that governmental control and influence are sometimes expected to outweigh the public interest as a dominant principal of the Internet as such.
Key differences between EU and U.S. approaches to the regulation of the ICT also have become apparent at this juncture. While the EU had developed policies, which are distinct from that of other regions, including the U.S, comparably, self-regulation approach was applied in the U.S. and coordinated self-regulation principle was applied in Europe.
The example of TLD ".eu" clearly illustrates EU's ability to manipulate the influence over the ICANN. The ICANN made the decision to delegate ".eu", making an exception that, on the one hand, it reflected the influence of the EU to the ICANN, on the other hand, it might serve as a favor in advance for support against the DOC to gain ICANN awaited independence.
Even broader interest to participate and make an impact in the Internet governance processes was reflected by the United Nations (hereinafter -UN), when the UN in 2006 established the Internet Governance Forum (hereinafter -IGF), which purpose was to support the United Nations Secretary-General in carrying out the mandate from the World Summit on the Information Society (WSIS) with regard to convening a new forum for multi-stakeholder policy dialogue and making collaborative space, where all stakeholders can express their views and exchange ideas.
ITU, one of the WSIS sponsors, has been attempting to position itself more centrally in the process of further evolution of the Internet as part of its overall charter (Huston, 2005) . The ITU is certainly one of the more venerable institutions in the communications sector, especially when the Internet has imposed significant changes to the telecommunication segment (cell phones, IP telephony, etc.).
All in all, maintaining the balance between various stakeholders, the ICANN remains an ongoing challenge, while the Internet governance has become politically and economically sensitive issue.
ICANN's multi-stakeholder model: A phenomenal way to stay the central player
As the Internet's role and influence have significantly changed not only to the households' lives, but also to the global processes during the last two decades, modern rule-making processes have become dependent on the joint involvement of all stakeholders having the necessary expertise. In addition, the MoU 2 between the U.S. Government and the ICANN determined a bottom-up policy process that involved most of the stakeholders in the management of the DNS and IP addresses. Otherwise, largescale and consensus based rule-making approach inevitably reflect the current state of play in the Internet governance.
The inclusion of societal stakeholders other than international organizations and nation states in the governance and legislation processes has become a hotly debated topic in the context of the Internet governance discussions (Weber, 2011) . The ICANN is probably the flagship of the example of a multi-stakeholder model organization. Pursuant to the former ICANN CEO, Rod Beckstrom, "the catalyst for the change of the Internet is the multi-stakeholder model." (Internet Governance Forum, 2011) . However, the multi-stakeholder model applied by the ICANN has its own limitations concerning the significance and decision making while forming the policy of the Internet governance in general. Figure 2 demonstrates the structure of the ICANN and the ratio of its voting and non-voting members. This structure weakly represents the interests of non-governmental institutions, which play an important role in the context of the Internet governance. On the other hand, this model is based on the agreement between the stakeholders of how the structure of the ICANN should be managed, so minor flaws are inevitable.
Consensus based policy-making has been the encouragement to the faster evolution of the technology and its standards, the policy and the governance structures. This model is also based on the commonly recognized principles that international management of the Internet should be multilateral, transparent and democratic, with the full involvement of governments, civil society, the private sector and international organizations. Therefore, the concepts of private sector-led self-regulation versus governmental regulation are still at the center of discussions related to the future governance mechanisms for the Internet, its regulation and the management of its core resources (Weber, 2011) . It was led mainly for the weak representation of public society (on behalf of public interests).
Source: made by the authors, according to ICANN's website Figure 2 . The structure of ICANN All the mentioned reflect the dominating opinion that even the multi-stakeholder's model has its own weaknesses, it still remains the best way to manage global issues, such as the Internet governance, by applying commonly approved bottom-up decision making principle.
GAC's role and means of cooperation to the ICANN
The Declaration of the Independence of Cyberspace expressed by John Perry Barlow (1996) Perhaps, hiding behind the umbrella of this principal, the U.S. Government and the ICANN constructed its policy-making processes so that governments (except the U.S.) could remain aside from the decision-making activities. Nonetheless, the GAC's establishment was the compromise that gave it a policy foothold in ICANN's affairs, which it could attempt to exploit by other states. 3 According to GAC's operating principles, neither the U.S. Government nor the ICANN have a remit to act unilaterally and the GAC should shift a balance between the interests and transparent policy-making.
ICANN's GAC began in 1998 as an advisory organ having authority to make the comments when considering decisions that substantially affect the operation of the Internet or third parties. In its position paper in 2000, the Commission showed its political skill by arguing that the ICANN Board has in practice been responsive to the advice of the GAC. There has been no difference of opinion, to date, that might have tested the willingness of the governments to accept a secondary role in this context. The European Commission also expressed its thoughts that the current self-regulatory structure requires active policy oversight, meaning much more influence than advice giving.
In 2002, new ICANN Bylaws expanded the GAC's powers considerably: in the event of a conflict between a GAC "comment" and the Board's decision, the Bylaws mandated negotiation towards mutual resolution. However, the Board maintained the power to take action notwithstanding conflicting advice, so long as its reasoning was included in the final decision (Froomkin, 2011) .
Nevertheless, enhancing the GAC's power, the ICANN achieved its objectives. It made friends in foreign governments and created constituencies in the ministries that sent delegates to ICANN GAC meetings (ibid), while other countries were happy that the ICANN with more governmental influence was a better choice than a dominant role of the U.S.
Further extension of GAC's influence, powered by the Affirmation and Commitments agreement, made it obvious that for getting the independence, the ICANN pays the price to their main supporters, thus, governments get direct means to influence the Internet governance and support the ICANN in dealings with the U.S. Government. Nonetheless, the U.S. has not released the ICANN from its horizon and prevented any other party from gaining control.
Moreover, in 2010, the Accountability and Transparency Review Team (ATRT), one of the four Review Teams created by the ICANN to comply with the requirements set forth by the U.S. Department of Commerce (DOC) in the Affirmation of Commitments, submitted its Final Report to the ICANN Board with 27 recommendations, one of which 3 Governmental Advisory Committee Operating Principles. [Principle 1] expressed concerns that there is a need to clarify what constitutes GAC public policy "advice" and the whole process that should be documented formally. The discussions of this term interpretation are still the subject matter. Formally, the GAC is the only direct mean, by which governments (except the U.S.) can influence ICANN's decision-making process. Being one of the ICANN's organizational structure bodies, GAC's field of activities comprises basically provisions to advice the ICANN on the issues of public policies. Even if the ICANN considers itself as a corporation acting independently from governmental supervision, the increase of governmental influence in decision-making processes is obvious. However, ICANN's final decision belongs exclusively to the ICANN's Board of Directors, although the Board should strive to increase the level of support for governments to participate in the GAC process, thus keeping institutional significance over the field of the Internet governance.
Conclusion
All in all, ICANN is the unique example of an international organization designed to be run by private interests, growing in the shadow of intergovernmental policies with states playing only a secondary role by acting in an advisory capacity through its body of GAC. However, states (mostly, but necessarily, through the GAC) have come to play a more interventionist role in this scenario of international private interest governance than was laid out at its inception.
Even though the self-regulation principle, based in ICANN's policy bones, is still a cornerstone, but constant and increasingly visible moving from hands-off to coregulatory practice is inevitable and mainly affected by the following several significant factors: the aim to abolish U.S. Government's predominant influence (as the historical de facto Internet inventor and developer), secondly, Internet expansion, particularly commercialization, and its value as a global economic resource, and finally, Internet's capability to drastically change the direction of whole electronic communications and its policies.
Striking balance between various stakeholders and the ICANN remains an ongoing challenge, since the Internet governance has become politically and economically sensitive issue. On the one hand, the problem with this current approach is that the U.S. cannot risk the ICANN itself being captured by hostile powers, and that in turn means that the U.S. will not ever release de facto control of the ICANN. On the other hand, even the core interest of the U.S. is not to gain control, but to prevent any other party from gaining control (if the control is broken up, it is practically impossible to reverse the process), it will be extremely difficult to the ICANN (and also to the U.S.) to maintain the status quo under the current circumstances, which require diverse and even more complex solutions than before with governments standing in the forefront of their increasing interest to influence and manage the Internet governance processes.
Even if the ICANN is getting more complicated to ensure the fair participation of stakeholders in their respective roles, the multi-stakeholder model, built on bottom-up decision-making principle, remains, so far, the best, if not the only possible, way for the ICANN to remain a leading Internet governance player. Moreover, the Affirmation and Commitments agreement left less room for constant criticism and obvious U.S. influence to ICANN's decision making policies, thus redirecting the focus to the ICANN's multistakeholder model with the discussion reflection of all interests, although the GAC's weight to the ICANN's decision-making processes is more than visible and will lead to the new challenges for the ICANN to maintain the fair balance between the stakeholders. 
